Business Email Compromise
Prevention Guide

Business Email Compromise (BEC)

typically involves a cybercriminal posing as an employee
who can make payments or provide personally identifiable

D information (Pll)—often a manager or executive—and
sending emails to employees requesting funds to be
transferred or confidential data provided, to waiting
thieves or offshore accounts.
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Avoid replying to the sender,
especially if this is being

received from a personal
p DEfend Yourseu: email address. Instead,
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To defend yourself against BECs, actual work email address.

follow these best practices:

Be wary of changes

< in how the sender
@ communicates,
— Double-check the especially if you are asked
. to maintain secrecy or if
email address of the :
the tone is urgent.
: sender to make sure

it isn't being spoofed.
Call the person who

sent the request

to ver ify that If you do fall victim to a BEC, it is
it's legitimate. very important to alert your manager

quickly. If funds were transferred, there
may be a chance to freeze the process

and recover the funds.
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